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Structure  of  the  Assurance Report  

Chapter 1:    

Let ter of Representat ion. 

 

Chapter 2:    

Descr ipt ion of t he cont rol environm ent  for  t he operat ion of Cont inia Online Services. 

  

Chapter 3:    

I ndependent  audit or ’s assurance repor t  on t he descr ipt ion of cont rols,  t heir  design,  and operat ing 

effect iveness. 

 

Chapter 4:    

Auditor ’s descript ion of cont rol object ives, securit y m easures, tests, and findings. 
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CH A PT ER 1 :   

Let ter  of  Representat ion 

Cont inia Software A/ S (hereafter referred to as "Cont inia" ) processes personal data on behalf of cus-

tom ers according to Data Processor Agreem ents regarding operat ion of Cont inia Online Services. 

 

The accom panying descript ion has been prepared for the use of custom ers and their  auditors, who have 

used Cont inia Online Services, and who have sufficient  understanding to consider the descript ion along 

with other inform at ion, including inform at ion about  cont rols operated by the custom ers i.e. the Data 

Cont rollers them selves, when assessing, whether the dem ands to the cont rol environm ent  as well as 

requirem ents laid down in the General Data Protect ion Regulat ion are complied with. 

 

Cont inia hereby confirm s that  

 

(A)  The accom panying descript ion, Chapter 2 ( incl. Appendix 1)  gives a t rue and fair  descript ion of 

Cont inia’s cont rol environm ent  in relat ion to operat ions of Cont inia Online Services throughout  the 

period 1 May 2023 – 30 April 2024. The cr iter ia for this assert ion are that  the following descript ion:   

( i)  Gives an account  of how the cont rols were designed and im plem ented, including:   

 The types of services delivered, including the type of personal data processed.  

 The processes in both I T and m anual system s that  are used to init iate, record, process and, 

if necessary, correct , erase, and lim it  the processing of personal data. 

 The processes are ut ilized to ensure that  the performed data processing was conducted ac-

cording to cont ract , direct ions or agreem ents with the customer i.e. the Data Cont roller. 

 The processes securing that  the persons authorized to process personal data have pledged 

them selves to secrecy or are subject  to relevant  statutory confident ialit y.  

 The processes securing that  -  at  the Data Cont roller ’s discret ion -  all personal data is erased 

or returned to the Data Cont roller, when the data processing is finished, unless personal data 

m ust  be stored according to law or regulat ion.  

 The processes support ing the Data Cont roller ’s abilit y to report  to the Supervisory Authorit y 

as well as inform  the Data Subjects in the event  of personal securit y breaches. 

 The processes ensure appropriate technical and organizat ional securit y m easures for pro-

cessing personal data, taking into considerat ion the r isks connected to processing, in part icu-

lar accidental or illegal act ions causing dest ruct ion, loss, change, unauthorized forwarding of 

or access to personal data that  is t ransm it ted, stored or in other ways processed. 

 

( ii)  I ncludes relevant  inform at ion about  changes in the operat ion of Cont inia Online Services per-

form ed throughout  the period 1 May 2023 – 30 April 2024  

 

( iii)  Does not  omit  or m isrepresent  inform at ion relevant  for the scope of the cont rols described, tak-

ing into considerat ion that  the descript ion has been prepared to m eet  the com mon needs of a 

broad range of customers and their  auditors, and m ay therefore not  include every aspect  of the 

cont rol system  that  each individual customer m ay consider im portant  in their  own part icular 

environm ent . 

 

(B)  The cont rols related to the cont rol object ives stated in the accompanying descript ion were suitably 

designed and operated effect ively throughout  the period 1 May 2023 – 30 April 2024. The cr iter ia 

for this assert ion are that :  
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( i)  The r isks threatening the fulfillm ent  of the cont rol object ives m ent ioned in the descript ion were 

ident ified. 

  

( ii)  The ident ified cont rols would, if used as described, provide reasonable assurance that  the r isks 

in quest ion would not  prevent  the fulfillment  of the said cont rol object ives, and 

 

( iii)  The cont rols were applied consistent ly as designed, including that  m anual cont rols were per-

form ed by persons with adequate com petencies and authorit y throughout  the period 1 May 

2023 – 30 April 2024. 

 

(C)  Appropriate technical and organizat ional securit y m easures are established in order to honor the 

agreem ents with the Data Cont rollers, generally accepted data processor standards, and relevant  

dem ands to Data Processors according to the General Data Processing Regulat ion. 

 

(D)  The accom panying descript ion and the related cr iteria for fulfilling the cont rol object ives and con-

t rols, Chapter 2 ( incl. Appendix 1)  have been prepared based on com pliance with Cont inia’s stand-

ard agreem ent  as well as the related Data Processing Agreem ent . The cr iteria for this basis are:  

 

( i)  Cont inia I T Securit y St rategy 

( ii)  Cont inia I T-Securit y Manual for Cont inia Online Services  

( iii)  Cont inia – Data Processor Agreem ent   

 

Nørresundby, 4 July 2024 

 

 

 

Henrik Lærke, CEO 

Cont inia Software A/ S, St igsborgvej  60, DK-9400 Nørresundby, CVR 32658083  
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CH A PT ER 2 :   

Descr ipt ion of cont rol environm ent  in  

connect ion w ith operat ion of Cont inia  

Online Services 
 

2 .1  The fram ew ork for  control descript ion 

2 .1 .1  I nt roduct ion 

The purpose of this descript ion is to provide Cont inia Software A/ S’ custom ers and their  auditors with 

inform at ion regarding the requirem ents of I SAE 3402, which is the internat ional audit ing standard for 

assurance reports on cont rols at  service organizat ions. 

 

The scope of this descript ion is to provide insights into the technical and organizat ional securit y 

m easures im plem ented in connect ion with the operat ion of the Cont inia Online Services (COS) . 

 

As a supplem ent  to the descript ion below, an independent  paragraph (accordance with the role as a 

data processor/ sub processor)  is added, including a descript ion of essent ial requirements regarding the 

role as data processor/ sub processor in com binat ion with requirem ents laid down in our Data Processor 

Agreem ents.  

 

2 .1 .2  Descr ipt ion of Cont inia Softw are  

Cont inia was established in 2009, and the group has now m any subsidiaries and a total of 149 em ploy-

ees worldwide.  

 

The foundat ions of Cont inia were laid by the com pany Hotcom  A/ S in 1993 when that  com pany devel-

oped a software product , NaviBanking, to m ake day- to-day bank- related tasks easier for em ployees of 

finance departments. I n 1999, Hotcom  changed it s nam e to Celenia Software, and the com pany also 

provided t im e-based service to it s customers.  

 

I n 2009, a few Celenia Software em ployees and some external investors form ed the company Cont inia 

Software A/ S. At  the sam e t im e, Cont inia acquired the product - related business of Celenia, including 

customers. One of these form er Celenia em ployees was Henrik Lærke, the Head of Departm ent  at  Cele-

nia, who becam e the CEO of Cont inia. Henrik Lærke is st ill the present  CEO of Cont inia. 

  

During the last  5 years, Cont inia has established fully owned subsidiaries and offices in The Nether-

lands, Belgium , Germ any, the US, Spain, and Lithuania. Cont inia st rives to be a global leader in it s 

m arket  with a local presence. The success of Cont inia is highly at t r ibuted to a st rong Microsoft  partner 

channel worldwide that  also sells and im plem ents Cont inia products to it s custom ers. 

 

Since the beginning, Cont inia has developed and acquired m ore software products focusing on st ream -

lining the processes in finance departm ents. Most  of Cont inia's products are installed as add-ons to it s 

customers' own Microsoft  Dynam ics 365 Business Cent ral ERP system . These customers are typically 

within the SME segm ent  (5-200 em ployees)  but  also include som e larger organizat ions with, e.g., de-

cent ralized implementat ions in subsidiaries. 

 

As technology evolves, Cont inia’s products increasingly use online services for OCR processing, com m u-

nicat ion with banks, integrat ion to elect ronic invoicing networks, m obile devices, etc. Cont inia also uses 

online services to m onitor the use of the products with a st rong focus on implem ent ing im provements. 

Collect ively, these services are called Cont inia Online Services. 
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Cont inia’s focus is to provide secure, reliable products that  support  customers' dem ands, laws, and reg-

ulat ions. To support  this, Cont inia established an I T Securit y Project  in 2016, which is the basis of the 

com pany's securit y st rategy and securit y act ivit ies. I n 2024 Cont inia is im plement ing a new I SMS sys-

tem  in order to further st rengthen our documentat ion regarding I T securit y, r isk m anagem ent  and busi-

ness cont inuity.  

 

2 .1 .3  Business st rategy /  I T security st rategy 

Cont inia’s st rategy is to incorporate sufficient  internal securit y m easures and standards to avoid the 

com pany being exposed to unacceptable risks. As a software provider to com panies worldwide, we 

work with I T securit y at  a business-st rategic level. We want  to be a professional software provider with 

a sharp at t itude toward protect ing the data the custom ers have ent rusted to us. 

 

I n Cont inia, we want  to ensure com pliance with current  legislat ion and do what  is technically and finan-

cially possible to secure a high level of confident ialit y, integrit y, and accessibility of data processing. 

 

I T securit y is param ount  at  all levels of the organizat ion. All employees within Cont inia m ust  under-

stand the im portance of this focus, and they them selves m ust  adapt  and cont ribute to im proving I T se-

curit y. 

 

Our aim  regarding I T securit y is that  Cont inia undertakes all necessary act ivit ies to ensure:  

 

 Accessibility  to Cont inia Online Services:  to achieve a high degree of accessibilit y with a high up-

t im e rate and m inim ized r isk of breakdown. 

 I ntegrity :  to achieve a reliable and correct  funct ion of Cont inia Online Services and a m inim ized 

r isk of using incorrect  data e.g., because of hum an or system -related errors or external incidents. 

 Confident ia lity :  to ensure confident ial data processing, t ransmission, and storage of data, only 

accessible by authorized users. 

 

I t  is Cont inia’s intent  to m aintain a level of inform at ion securit y which as a m inim um :   

 

 Com plies with current  laws and regulat ions. 

 I m plem ent  generally accepted pract ices of the indust ry. 

 Meets the custom ers’ requirem ents and expectat ions of a professional software provider. 

 

To ensure a uniform  delivery, we have decided that  the operat ions of Cont inia Online Services are sub-

ject  to an audit  procedure aim ing to m eet  the dem ands of an I SAE3402 report . The audit  procedure is 

repeated annually, and results are included in an Auditor ’s Report  m ade public on our website 

www.cont inia.com. 

 

The Auditor ’s Report  will cont ribute to the custom er ’s ( the Data Cont roller ’s)  cont rol, whether Cont inia 

lives up to the direct ions laid down in the Data Processor Agreem ent  with the custom er. 

 

Cont inia has decided to base it s I T securit y st rategy on I SO27001 +  2 and is thus applying the I SO 

m ethodology to im plem ent  relevant  securit y m easures within the following areas:   

 

  I nform at ion securit y policies 

  Organizat ion of inform at ion securit y  

  Hum an resource securit y  

 Asset  m anagem ent  

 Access cont rol 

 Physical and environmental securit y 

 Operat ions securit y  

 Com m unicat ion securit y 

 Supplier relat ionships 

 I nform at ion securit y incident  m anagem ent  

 I nform at ion securit y aspects of business 

cont inuity m anagem ent  

 Com pliance with legal and cont ractual re-

quirem ents 

 

 

Pe
nn

eo
 d

ok
um

en
tn

øg
le

: J
L5

06
-B

G
5P

Z-
N

1B
TU

-6
D

EI
T-

YX
E4

Z-
VZ

54
E



 

 / 7 

 

The securit y m easures im plem ented by Cont inia are listed in Appendix 1 to this descript ion. 

 

2 .1 .4  Cont inia ’s organizat ion and organizing of I T security 

 

Cont inia’s I T Securit y Team  is organized according to the following st ructure:  

 

 

 

 

CEO – develops St rategies and Goals and has the overall responsibilit ies regarding I T Securit y. 

 

I T Securit y Team  is responsible for the I T Securit y Project , the procedures, follow-up, and documentat ion 

regarding I T securit y, as well as for ensuring a cont inuous developm ent  of I T securit y at  Cont inia.  

 

HR handles em ploym ent , development , and dismissal of staff,  as well as accom panying documents and 

com m unicat ion.  

 

COS Operat ion & Developm ent  takes care of the operat ions of Cont inia Online Services i.e. deploym ent , 

m onitoring, backup, updates as well as develops new funct ionalit ies to Cont inia Online Services 

 

DPO is responsible for compliance and acts as a contact  point  for internal and external stakeholders re-

garding pr ivacy and general governance.  

 

At  Cont inia, we have appointed an I T Securit y Team , and it s aim  is to ensure that  our securit y is sufficient  

within the following areas:   

 

 Operat ion of I T services 

 Access 

 Cont ingency m easures 

 Staff behaviour 

 Backup 

 Network 

 Monitoring 

 Encrypt ion 

 Securit y m easures against  m alicious 

program s (Spam  filtering, Ant ivirus 

etc.)  

 Com pliance 

 Cont rol procedures

 

The I T Securit y Team  is direct ly responsible to the CEO. The organizat ional deploym ent  of the I T secu-

r it y ( incl. I nform at ion securit y)  is in this way a natural part  of the Managem ent ’s responsibilit y. 

 

CEO 

Henrik Lærke

DPO

Inger Ericson

Internal IT

René Hagelund 

Hansen

COS Operat ion & 

Development

Tommy Lydiksen

HR                         

Tina Vejergang

IT-Security M gr.

Tommy Olesen/ Inger 

Ericson
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Cont inia applies a st ructured m ethod to ensure that  all relevant  procedures and policies are described 

in our I T Securit y Manual. This is to ensure that  we do not  depend on a specific individual and can re-

place em ployees without  any loss of cr it ical know-how to the product ion environm ents. I ncidents and 

deviat ions relat ing to our IT securit y are registered in an internal task system  to ensure docum entat ion 

and follow-up on deviat ions. 

 

Deploym ent  of the I T securit y is ensured by the establishm ent  of I T Securit y Team  working with aware-

ness, rules, and procedures. 

 

2 .1 .5  Risk  m anagem ent  at  Cont inia 

Cont inia’s policy for the r isks related to the company's securit y act ivit ies is to be covered or lim ited to 

such an extent  that  the com pany will always have the capacity to m aintain norm al operat ions. 

 

As part  of the I T Securit y St rategy m ent ioned above, Cont inia works with the IT securit y standard 

I SO27001 +  2, const itut ing our I T securit y's pr im ary fram ework. Work relat ing to I T securit y is a con-

t inuous and dynamic process designed to ensure that  we adapt  to changing requirements, new r isks 

ar ising, and general expectat ions from  our custom ers. 

 

I n Cont inia, we perform  an ongoing r isk assessm ent  of our business, especially Cont inia Online Ser-

vices. This enables us to m inim ize r isks associated with our services to an acceptable level. Risk assess-

m ent  is perform ed periodically, and as a m inim um  when we m ake changes or implem ent  new system s 

and services. Risk assessm ent  is part  of the I T Securit y Team 's responsibilit y and m ust  subsequent ly be 

deployed to and approved by the com pany's Managem ent .  

 

2 .1 .6  Managing I T security 

The m anagement  of Cont inia has the day- to-day responsibilit y for I T securit y, and thus, it  is ensured 

that  the overall requirem ents and fram ework for I T securit y are com plied with. Managem ent  has de-

scribed Cont inia’s st ructure for I T securit y of Cont inia Online Services via the IT Securit y Manual. The I T 

securit y policies and the manual must  as a m inimum  be revised once a year. 

 

Cont inia’s I T Securit y Manual considers the item s m ent ioned above and applies to all employees and 

deliveries relat ing to Cont inia Online Services. Any securit y breach or incident  in our operat ing environ-

m ent  will be considered with the highest  pr ior it y and invoke our em ergency response and plan im m edi-

ately. We follow standard procedures to ensure t raceabilit y, as well as prevent ive and correct ive ac-

t ions. 

 

The I T Securit y Manual provides Cont inia with a standard set  of rules, that  allows us to obtain stable 

operat ing environments and a high securit y level. We m ake regular im provements to policies, proce-

dures, and operat ions. 

 

I n the area of overall I T securit y Cont inia has im plemented the necessary procedures and cont rol 

m easures relat ing to each of the areas within I SO27001 +  2 as defined in Appendix 1, showing the se-

curit y st ructure and the cont rol object ives im plem ented at  Cont inia. 

 

2 .1 .7  HR, em ployees, and t raining 

Our em ployees are one of our m ost  im portant  assets, and we im plem ent  st ructured ways to ensure 

em ployees' qualificat ions, relevant  t raining, and cert ificat ions. We use annual talks about  cont inuous 

t raining/ further studies, where we decide the object ives for the em ployees’ professional developm ent  

based on their  wishes. 
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I n our HR Departm ent  we work according to standard procedures for recruitm ent , em ploym ent , and 

term inat ion of em ploym ent . New em ployees are subjected to a thorough company int roduct ion proce-

dure. The procedure includes inform at ion about  inform at ion securit y, dealing with I T securit y rules, in-

t roduct ion to our inform at ion securit y organizat ion, appropriate I T behavior, classificat ion of data, and 

focus on Cont inia’s role as data processor. 

 

Cont inia’s em ployees have the possibilit y to work from  other prem ises than their  local office. The com -

pany has devised a procedure describing rules and advice regarding remote working. We have estab-

lished technical m easures ensuring encrypted online access to office facilit ies. Access to back-end sys-

tem s and operat ing environm ents is lim ited. 

 

All em ploym ent  cont racts include a confident ialit y clause. As part  of our end-of-em ploym ent  procedure, 

an exit  conversat ion with the em ployee’s im m ediate m anager is included. During this conversat ion, we 

em phasize that  the confident ialit y clause is st ill in effect  after the end of em ploym ent .  

 

To ensure our inform at ion securit y culture, we provide ongoing inform at ion and execute periodic tests 

to assess the I T securit y knowledge of our em ployees. The inform at ion and results are re-assessed an-

nually by the I T Securit y Team . 

 

2 .1 .8  Physical and environm ental security 

Cont inia uses one m ain external supplier in connect ion with COS:  Microsoft  Azure for COS operat ion 

host ing. I t  m eans we have ent rusted the basic COS data center assignments to the supplier.  

 

The supplier is responsible for physical securit y, fire and water detect ion and fight ing, as well as power 

and cooling. The supplier ’s data centers provide several layers of securit y and m eet  the requirem ents of 

generally accepted internat ional standards for informat ion securit y regarding managem ent  system s and 

business cont inuity m anagem ent . 

 

Cont rolling suppliers  

For suppliers to cr it ical parts of our operat ions environm ent , Cont inia cont rols every year (as a m ini-

m um ) , whether the suppliers m eet  the requirements and SLA in relat ion to the services they provide. 

Cont inia evaluates each supplier ’s cert ificat ions, audit  reports etc. and com pares them  with our own ob-

servat ions. From  that  we assess whether the supplier lives up to the agreed services, and whether 

there is reason to br ing up certain aspects with them. 

 

2 .1 .9  Operat ing Cont inia Online Services 

Standard operat ional tasks are carr ied out  according to standard intervals. Such tasks are m anaged by 

Cont inia’s COS Operat ions Department  conduct ing cont rolled m aintenance and operat ion of all servers.  

 

I T product ion equipm ent  

Cont inia documents it s I T equipm ent  in the Microsoft  System  Managem ent . The purpose is always to 

m aintain a database updated with relevant  data about  I T equipm ent  and an updated ant ivirus / operat -

ing system . 

 

I T equipm ent  with an I P-address that  is direct ly, or indirect ly, part  of product ion environm ents and/ or 

office environm ents m ust  be documented and kept  updated in the Microsoft  securit y system s when 

possible. This includes network equipm ent , servers (physical/ vir tual) , pr inters, PCs, m obile devices, ap-

plicat ions, operat ion system s, services, and databases. 
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Monitoring of operat ions – Cont inia Online Services 

Our operat ions environments are constant ly m onitored by using autom ated monitor ing services. Re-

sources for servers are m onitored (CPU, ram , disc, network)  as well as accessibilit y. Monitor ing also in-

cludes relevant  I T services like backups, accessibilit y for custom er facing system s and system s for in-

ternal use. 

 

Monitoring is prim arily targeted at  our own environm ents, but  also includes som e external environ-

m ents and services that  are part  of selected COS services.  

 

I n case of an incident , it  is reported to COS Operat ions, who invest igate and plans accordingly. I n the 

event  of a cr it ical incident , the operator on duty is alerted direct ly. 

 

When relevant , we provide updates to our status and operat ion on our public status page (ht tp: / / sta-

tus.cont inia.com) . Customers, who experience issues related to our operat ions, can also get  support  

and updates by the agreed channels in their  cont racts or according to Service License Term s (EULA) .  

 

Logging 

We use logging for m onitor izat ion and t roubleshoot ing. As log data contains various types of infor-

m at ion, we incorporate access m anagem ent  to ensure em ployees can only access what  they need. We 

im plem ent  logging on several levels, such as applicat ion logging to log relevant  events in our applica-

t ions, and access logging to document  when users or system s access our applicat ions.  

 

Backup  

The purpose of backup is to ensure that  we can restore system s and customer data in an accurate and 

t im ely m anner, when necessary. We perform  backup on m ult iple levels, such as vir tual servers, config-

urat ions, and data, which provide us with a variety of opt ions if we need to reestablish a service or 

data. 

 

We perform  backup of relevant  databases and configurat ions, which allows us to restore data and ser-

vices in case of an em ergency. There are different  dem ands to the frequency of backups, which de-

pends on the cr it icalit y of the service or applicat ion. 

 

Our backup policy for custom er data requires us to perform  daily backup of custom er data. All backups 

are stored at  locat ions that  are physically separated from  the operat ional locat ion. 

 

Patch m anagement  

The purpose of patch m anagem ent  is to ensure that  all relevant  updates such as patches, fixes and ser-

vice packs from  suppliers are im plemented to protect  system s against  known threats, downt ime, and 

unauthorized access. This also ensures that  the im plem entat ion is done in a cont rolled m anner. 

 

Maintenance of Windows operat ing system s and accom panying back-end system s from  Microsoft , is 

m anaged by Microsoft 's integrated WSUS (Windows Server Update Services) , where securit y and cr it i-

cal patches are installed autom at ically at  standard intervals. 

 

2 .1 .1 0  Managing inform at ion security incidents 

Securit y incidents and ident ified weaknesses in Cont inia Online Services m ust  be reported in a way that  

m akes it  possible to perform  rem edial act ion in a t imely m anner. Procedures for incident  m anagement  

and deviat ion report ing, including securit y breaches, are established to ensure that  work is perform ed 

system at ically, and relevant  data and documentat ion is collected to allow subsequent  evaluat ion. 

 

2 .1 .1 1  User  m anagem ent  /  access security 

The purpose of user m anagem ent  is ensuring that  only authorized users have access to the system s.  
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When we grant  access or perm issions to operat ional environm ents and data, we always consider busi-

ness related object ives and the classificat ion of inform at ion. Physical, as well as logical access, is based 

on the pr inciples "need- to-know" and " least  pr ivilege", m eaning that  access is only granted when 

needed to perform  one's tasks, job or role. 

 

Grant ing of access or perm issions to internal I T system s and product ion environm ents follows standard 

procedure to ensure segregat ion of request , approval, verificat ion, and im plem entat ion. Access m an-

agem ent  is docum ented in a cent ral system . 

 

We have im plemented a hardened password policy dictat ing long com plex passwords and m ult i- factor 

authent icat ion. 

2 .1 .1 2  Em ergency response m anagem ent  

At  Cont inia, our m ain business is to provide products, and often related online services in COS to cus-

tom ers. Therefore, our I T em ergency response is also regarded as an overall business cont inuity plan. 

 

I n case of m ajor incident , the I T Securit y Team  and Managem ent  are inform ed. As soon as possible, we 

appoint  a person in charge of the situat ion, who is also responsible for coordinat ing our response to the 

incident , com m unicat ion plan, and rem ediat ion. 

 

We perform  a yearly review and qualit y assurance of all re-establishm ent  plans. I n addit ion, we per-

form  a yearly tablet  test  of one or m ore selected system s. 

 

2 .1 .1 3  Developm ent  environm ent  

When we develop and test  new software (new funct ionalit y for Cont inia Online Services) , we use dedi-

cated test  environments that  are separated from  our product ion environm ents used by custom ers. Both 

developm ent  and test  environm ents are isolated by its own I P segm ent . 

 

Any potent ial errors in data or system  integrat ions are lim ited to im pact  other test  data and not  produc-

t ion data. During developm ent  and test ing we work with fict ional data and therefore not  real custom er 

data. Although, during the final stages of test ing, there m ight  be a need for test  data resem bling data 

from  product ion environments. 

 

We im plement  a set  of standard procedures for developm ent , test  and approval in our developm ent  

team s. Before any code is deployed to our operat ion environm ents it  has always been through a code 

review by another developer. 

 

Access to databases in COS is lim ited and can only be accessed from  the outgoing I P-addresses of our 

Aalborg and Copenhagen offices. 

 

2 .2  Com pliance w ith the role as Data Processor 
Cont inia's Managem ent  is responsible for ident ifying and ensuring com pliance with all relevant  legal and 

cont ractual requirem ents, e.g.:  
 
 The EU General Data Protect ion Regulat ion 

 The Danish Data Protect ion Act  

 Cont inia – License and Term  of Service Agreem ent  (EULA)  
 Cont inia – Data Processor Agreem ent  
 
The existence of all necessary agreem ents, a com prehensive I SMS (m anagem ent  system  for m anaging 

inform at ion securit y) , as well as other relevant  docum ents, ensure compliance with all relevant  legal 

and cont ractual requirements. 
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Furtherm ore, Cont inia’s I T Securit y Team  reviews all our securit y policies on a regular basis, involving 

any relevant  stakeholders. Cont inia’s I SMS is regularly audited by an independent , external party, and 

on request  the audit  report  is shared with all Cont inia’s custom ers. 

 

2 .2 .1  The EU General Data  Protect ion Regulat ion ( GDPR)  

According to the EU General Data Protect ion Regulat ion, Cont inia is the Data Processor, and the cus-

tom er is the Data Cont roller. 

 

Cont inia ensures that  all legal requirem ents are ident ified and accom modated. Cont inia has also en-

sured relevant  cont racts with all key stakeholders ( including customers, business partners, key suppli-

ers etc.)  to ensure com pliance with law and regulat ions. I n addit ion, Cont inia works together with the 

customers to ensure that  the custom ers are aware of and com ply with the relevant  GDPR rules. 

 

According to GDPR, com pliance with the I SO27001 +  2 standard ensures an appropriate securit y level. 

Besides com pliance with the relevant  I SO requirem ents, Cont inia ensures data pr ivacy and data secu-

r it y on a cont ractual level.  

 

2 .2 .2  Pr ivacy and protect ion of personal data  

As m ent ioned above, Cont inia is the custom ers’ Data Processor, given that  the customers are using 

Cont inia Online Services. Cont inia is not  responsible for any data uploaded by the custom ers to their  

Cont inia Online Service. Cont inia ensures that  data uploaded by the customers is sufficient ly protected. 

Below is a descript ion of Cont inia’s procedures for operat ing as a Data Processor, following direct ions 

from  the custom ers i.e., the Data Cont rollers. 

 

Data Protect ion Agreem ents 

Cont inia provides standard Data Processor Agreem ents to all our custom ers. These cont racts out line 

Cont inia’s role and responsibilit ies as Data Processor/  Sub Processor. According to standard Data Pro-

cessor Agreem ent , Cont inia keeps data records aim ed to our customers’ act ivit ies divided according to 

software products:   

 

 The nam e and contact  inform at ion of suppliers, sub-processors, and custom ers. 

 The categories of processing carr ied out  by the suppliers or any sub-processors on behalf of the 

customer. 

 No t ransfer of any personal data outside of EEA unless inst ructed by the data cont roller.  

 Where possible, a general descript ion of the technical and organizat ional security m easures under-

taken by the supplier to safeguard personal data. 

 

2 .2 .3  Access to data in custom er instances 

I n general, Cont inia can access any custom er instances specifically inst ructed by the custom er. Cont inia 

does not  collect  data about  the customer ’s customers ( recipients) . 

 

On request  from  a customer, Cont inia can use recipients’ personal data to:  

 

 help and t rain the custom er to use Cont inia Online Services solut ions (custom er support ) . 

 invest igate issues related to the customer ’s recipients (e.g. in case of reported errors) . 

 set  up a user to Cont inia Online Services according to the custom er ’s inst ruct ions. 

 other relevant  act ions, on request  from  the customer. 

 

I n short , Cont inia can access data collected by the custom er, but  only does so if requested by the cus-

tom er) . Only selected em ployees at  Cont inia have access to the custom er ’s data and can access it  upon 

the customer ’s request . Cont inia is required to disconnect  the access to the custom er ’s data im m edi-

ately after this access is no longer necessary. 
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Cont inia logs and m onitors the access to the custom ers’ data in Cont inia Online Services to ensure that  

no unauthorized persons get  access. 

 

 

2 .3  Custom ers' responsibilit ies ( com plem entary controls at  

the custom er)  
This Chapter describes the general cont rol environm ent  for Cont inia Online Services, which m eans that  

no account  has been m ade for the agreements of individual custom ers. 

 

Cont inia is not  responsible for access r ights, including grant ing, changing and rem oval, in relat ion to 

the individual custom er ’s users and their  access to Cont inia Online Services. The custom er is responsi-

ble for ensuring any cont rols necessary in connect ion with this cont rol object ive.  

 

Custom ers are responsible for data t ransm ission to Cont inia Online Services, and it  is the custom ers’ 

responsibilit y to create the necessary data t ransm ission. 
  

Pe
nn

eo
 d

ok
um

en
tn

øg
le

: J
L5

06
-B

G
5P

Z-
N

1B
TU

-6
D

EI
T-

YX
E4

Z-
VZ

54
E



 

 / 14 

A PPEN D I X  1 :    
Cont inia  applies the  follow ing cont rol obj ect ives and secu-

r it y m easures from  I SO2 7 0 0 1  and 2   
 

0 . Risk  Assessm ent  and m anagem ent  

0.1. Assessm ent  of securit y r isks  

0.2. Risk m anagem ent  

 

5 . I nform at ion security policies 

5.1. Managem ent  direct ions for  

inform at ion securit y 

 

6 . Organizering of inform at ion security 

6.1. I nternal organizat ion 

6.2. Mobile devises and teleworking 

 

7 . Hum an resource security 

7.1. Prior to em ploym ent  

7.2. During em ploym ent  

7.3. Term inat ion or change of  

em ploym ent  

 

8 . Asset  m anagem ent  

8.1. Responsibilit y for assets 

8.3. Handling of m edia 

 

9 . Access cont rol  

9.1. Business requirem ents of access  

cont rol  

9.2. User access m anagem ent  

9.3. Users’ responsibilit y 

 

1 1 . Physical and environm ental secur ity 

* *  Lim ited responsibilit y* *  

11.1. Secure areas  

11.2. Equipm ent  

 

1 2 . Operat ions secur ity 

* *  Lim ited responsibilit y* *  

12.1. Operat ional procedures and responsi-

bilit ies 

12.2. Protect ion from  m alware 

12.3. Backup 

12.4. Logging and m onitor ing 

12.5. Operat ional software m anagem ent  

1 3 . Com m unicat ions security  

* *  Lim ited responsibilit y* *  

13.1 Network securit y m anagem ent  

 

1 4 . ( Acquisit ion) , developm ent  and 

m aintenance of system s 

14.1. Securit y requirements to the I T sys-

tem 

 

1 5 . Supplier re lat ionships 

15.1. I nform at ion securit y in supplier rela-

t ionships 

15.2. Supplier service delivery m anage-

m ent  

 

1 6 . I nform at ion security incident  m ana-

gem ent  

16.1. Managem ent  of inform at ion securit y 

incidents and improvem ents 

 

1 7 . I nform at ion security aspects of busi-

ness cont inuity m anagem ent  

17.1. I nform at ion securit y cont inuity 

17.2. Redundancies 

 

1 8 . Com pliance 

18.1. Com pliance with legal and cont ractual 

requirem ents 

 

             * *  Lim ited responsibilit y * *  

Responsibilit y for com pliance with the cont rol 

object ive is divided between Cont inia and the 

subcont ractors. 

 

See descript ion of cont rols in relat ion to cover-

ing the cont rol r isk, including how Cont inia con-

t inually supervises operat ions securit y and data 

securit y at  subcont ractors. 
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CH A PT ER 3 :   

I ndependent  auditor ’s assurance report  

on the descr ipt ion of cont rols, the ir  de-

sign and opera t ing effect iveness 
 

For the customers /  users of Cont inia Online Services and their  auditors 

 

Scope 

We have been engaged to report  on Cont inia’s descript ion in Chapter 2 ( incl. Appendix 1) , which is a 

descript ion of the cont rol environm ent  in connect ion with the operat ions of Cont inia Online Services, 

see Data Processor Agreem ents with custom ers, throughout  the period 1 May 2023 – 30 April 2024, as 

well as on the design and funct ion of cont rols regarding the cont rol object ives stated in the descript ion. 

 

We express our opinion with reasonable assurance. 

 

The report  is based on a part ial approach, which m eans that  the present  report  does not  include the I T se-

curit y cont rols and cont rol act ivit ies related to the use of external business partners. The report  does not  

include cont rol or supervision of subcont ractors in relat ion to operat ion act ivit ies. Cont inia’s subcont ractors 

are listed in the Data Processing Agreem ents with the customers.  

 

The scope of our report  does not  cover custom er-specific condit ions, and the report  does not  include the 

com plementary cont rols and cont rol act ivit ies conducted by the user com pany;  see the descript ion of the 

com pany in Chapter 2 under the sect ion:  Custom ers’ responsibilit ies. 

 

Cont inia ’s responsibility  

Cont inia is responsible for the preparat ion of the descript ion and accom panying assert ion, including the 

com pleteness, accuracy, and m ethod of presentat ion of the descript ion and assert ion;  for providing the 

services covered by the descript ion;  for stat ing the cont rol object ives;  and for designing, im plem ent ing 

and effect ively operat ing cont rols to achieve the stated cont rol object ives. 

 

Beierholm ’s independence and quality m anagem ent   

We have com plied with the requirem ents of independence and other ethical requirements laid down in 

FSR’s Ethical Rules based on fundam ental principles of integrit y, object ivit y, professional com petence 

and requisite care, confident ialit y, and professional conduct .  

 

We apply I SQM 1 and thus sustain a com prehensive system  of qualit y m anagem ent , including docu-

m ented policies and procedures for com pliance with ethical rules, professional standards as well as re-

quirem ents in force under exist ing laws and addit ional regulat ion. 

 

Auditor ’s responsibility 

Our responsibilit y is to express an opinion, based on our procedures, on Cont inia’s descript ion and on 

the design and operat ion of cont rols related to the cont rol object ives stated in the said descript ion. We 

have conducted our engagem ent  in accordance with I SAE 3402, Assurance Reports on Cont rols at  a 

Service Organizat ion, issued by the I AASB. The standard requires that  we comply with ethical require-

m ents and that  we plan and perform  our procedures to obtain reasonable assurance about  whether, in 

all m aterial respects, the descript ion is fair ly presented, and whether the cont rols in all m aterial aspects 

are appropriately designed and operate effect ively.  
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An assurance engagement  to report  on the descript ion, design, and operat ing effect iveness of cont rols 

at  a service organizat ion involves perform ing procedures to obtain evidence about  the disclosures in the 

service organizat ion’s descript ion of it s system , and about  the design and operat ing effect iveness of 

cont rols. The procedures selected depend on the judgem ent  of the service organizat ion’s auditor, in-

cluding the assessm ent  of the r isks that  the descript ion is not  fair ly presented, and that  cont rols are not  

suitably designed or not  operat ing effect ively.  

 

Our procedures included test ing the operat ing effect iveness of such cont rols that  we consider necessary 

to provide reasonable assurance that  the cont rol object ives stated in the descript ion have been 

achieved. An assurance engagem ent  of this t ype also includes evaluat ing the overall presentat ion of the 

descript ion, the suitabilit y of the object ives stated therein, and the suitabilit y of the cr iter ia specified 

and described by Cont inia in Chapter 2 ( including Appendix 1) . 

 

We believe that  the evidence we have obtained is sufficient  and appropriate to provide a basis for our 

opinion. 

 

Lim itat ions of controls at  Cont inia  

Cont inia’s descript ion is prepared to m eet  the com mon needs of a broad range of custom ers and their  

auditors and m ay not , therefore, include every aspect  of the system  that  each individual custom er m ay 

consider im portant  in their own environm ent . Moreover, because of their  nature, cont rols at  Cont inia 

m ay not  prevent  or detect  all errors or omissions in processing or report ing t ransact ions. Furtherm ore, 

the project ion of any evaluat ion of effect iveness to future periods is subject  to the r isk that  cont rols at  

the service organizat ion may becom e inadequate or fail. 

 

Opinion 

Our opinion is based on the m at ters out lined in this report . The cr iteria on which our opinion is based are 

those described in Chapter 1 under Let ter of Representat ion. I n our opinion,  

 

a)  The descript ion fair ly presents Cont inia‘s cont rol environment  for the operat ion of Cont inia Online 

Services, such as it  was designed and im plemented throughout  the period 1 May 2023 – 30 April 

2024 in all m aterial respects;  and  

b)  The cont rols related to the cont rol object ives stated in the descript ion were in all m aterial respects 

suitably designed throughout  the period 1 May 2023 – 30 April 2024;  and 

c)  The cont rols tested, which were those necessary to provide reasonable assurance that  the cont rol 

object ives stated in the descript ion were achieved in all m aterial respects, had operated effect ively 

throughout  the period 1 May 2023 – 30 April 2024. 

 

Descript ion of tests of controls 

The specific cont rols are tested, and the nature, t im ing and findings of those tests are listed in Chapter 

4. 

 

I ntended users and purpose 

This report  and the descript ion of the test  of cont rols in Chapter 4 are solely intended for Cont inia’s 

customers and their  auditors, who have sufficient  understanding to consider them  along with other in-

form at ion, including inform at ion about  the custom ers’ own cont rol m easures, which the custom ers as 

Data Cont rollers have perform ed them selves, when assessing compliance with the dem ands to the con-

t rol environm ent  as well as with the requirem ents of the General Data Protect ion Regulat ion.  
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Søborg, 4 July 2024 

Beierholm  

Statsautoriseret  Revisionspartnerselskab 

CVR 32  89  54  68 

 

 

Kim  Larsen    Jesper Aaskov Pedersen 

State-authorized Public Accountant   I T-auditor, Director   
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CH A PT ER 4 :   

Auditor 's descr ipt ion of cont rol objec-

t ives, secur ity m easures, tests, and f ind-

ings 
We have st ructured our engagem ent  in accordance with I SAE 3402 – Assurance Reports on Cont rols at  

a Service Organizat ion. For each cont rol object ive, we start  with a br ief sum m ary of the cont rol objec-

t ive as described in the fram e of reference I SO27001 and 27002:  2017.  

 

With respect  to the period, we have tested whether Cont inia has com plied with the cont rol object ives 

throughout  the period 1 May 2023 – 30 April 2024. 

 

Below the grey field are three colum ns:  

 

 The first  colum n tells the act ivit ies Cont inia, according to their  docum entat ion, has put  into pract ice 

in order to comply with the requirem ents. 

 The second colum n tells how we have decided to test , whether facts tally with descript ions. 

 The third colum n tells the findings of our test . 

 

The Tests Perform ed 

The tests perform ed in connect ion with establishing the cont rol m easures’ design, im plementat ion, and 

operat ional efficiency are conducted using the m ethods described below:  

 

I nspect ion Reading of documents and reports containing informat ion about  exe-

cut ion of the cont rol. This includes, inter alia, reading and deciding 

about  reports and other docum entat ion in order to assess, whether it  

can be expected that  the design of specific cont rol m easures will be 

efficient , if im plem ented. Furtherm ore, it  is assessed whether cont rol 

m easures are m onitored and cont rolled sufficient ly and with appropri-

ate intervals.  

Enquiries Enquiries to/ interview with relevant  staff at  Cont inia. Enquiries have 

included how cont rol m easures are perform ed. 

Observat ion We have observed the perform ance of the cont rol. 

Repeat ing the cont rol Repeated the relevant  cont rol m easure. We have repeated the perfor-

m ance of the cont rol in order to verify that  the cont rol m easure works 

as assum ed. 
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C O N T R O L  O B JEC T I V E -  I N T R O D U C T I O N :   

Risk Assessm ent  and Managem ent   

 

The r isk assessm ent  m ust  ident ify and prior it ise the risks based on the operat ion of Cont inia 

Online Services. The findings are to cont r ibute to the ident ificat ion and priorit isat ion of m anage-

m ent  intervent ions and securit y m easures necessary to address relevant  r isks. 

 

Cont inia’s  

cont rol procedures 
Auditor ’s test  of cont rols Test  findings 

Through a r isk assessm ent , 

r isks have been ident ified and 

priorit ised. The Cont inia Online 

Services defined in the descrip-

t ion are used as basis for the 

assessm ent .  

The findings cont ribute to the 

ident ificat ion and priorit isat ion 

of m anagem ent  intervent ions 

and securit y m easures neces-

sary to address relevant  r isks.  

 

We have requested and obtained the rel-

evant  m aterial in connect ion with the au-

dit  of r isk m anagement . 

We have checked that  regular r isk as-

sessm ents are carr ied out  for Cont inia 

Online Services in relat ion to business 

condit ions and their  developm ent . We 

have checked that  the r isk assessm ent  is 

deployed down through the com pany ’s 

organizat ion. 

We have checked that  the com pany's ex-

posure is m anaged on a current  basis 

and that  relevant  adaptat ions of conse-

quences and probabilit ies are m ade reg-

ular ly. 

 

No com m ents. 
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C O N T R O L  O B JEC T I V E 5 :   

I nform at ion Security Policies 

 

Managem ent  m ust  prepare an inform at ion securit y policy that  covers, am ong other things, m an-

agem ent 's securit y object ives, policies, and overall act ion plan. The inform at ion securit y policy is 

m aintained, taking the current  r isk assessm ent  into considerat ion. 

 

Cont inia’s  

cont rol procedures 
Auditor ’s test  of cont rols Test  findings 

There is a writ ten st rategy cov-

ering, am ong other things, 

Managem ent 's securit y objec-

t ives, policies, and overall ac-

t ion plan.  

The I T securit y policy and ac-

com panying support ing policies 

are approved by the com pany's 

Managem ent , and then de-

ployed down through the com -

pany's organizat ion. 

The policy is available for all 

relevant  em ployees. 

The policy is re-evaluated ac-

cording to planned intervals.  

 

We have obtained and audited Cont inia’s 

latest  I T securit y policy. 

During our audit , we checked that  

m aintenance of the I T securit y policy is 

conducted on a regular basis. At  the 

sam e t im e, we checked during our audit  

that  the underlying support ing policies 

have been im plem ented. 

We have checked that  the policy is ap-

proved and signed by the com pany's Su-

pervisory and Execut ive Boards and 

m ade available for the employees on 

Cont inia’s int ranet . 

 

No com m ents. 
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C O N T R O L  O B JEC T I V E 6 :   

Organizat ion of I nform at ion Security 

 

Managem ent  of the I T securit y m ust  be established in the com pany. Organizat ional responsibilit y 

for the I T securit y m ust  be placed with appropriate business procedures and inst ruct ions. The per-

son responsible for I T securit y m ust , am ong other things, ensure com pliance with securit y 

m easures, including cont inuous updat ing of the overall r isk assessm ent .  

 

I n relat ion to the use of m obile devices and/ or teleworking, Managem ent  m ust  ensure a suitable 

level of protect ion for teleworking and the use of m obile devises. 

 

Cont inia’s  

cont rol procedures 
Auditor ’s test  of cont rols Test  findings 

Organizat ional responsibilit y for 

I T securit y has been placed, 

documented, and implemented.  

The I T securit y has been coor-

dinated across the com pany's 

organizat ion. 

 

Through inspect ion and tests, we have 

ensured that  the organizat ional responsi-

bilit y for I T securit y is docum ented and 

im plem ented.  

We have checked that  the I T securit y is 

deployed across the organizat ion in rela-

t ion to Cont inia Online Services.  

By m aking interviews, we have checked 

that  the person responsible for I T secu-

r it y knows his/ her role and responsibili-

t ies. 

 

No com m ents. 

 

Risks in relat ion to use of m o-

bile devices and teleworking 

have been ident ified. 

We checked that  form al policies exist  in 

connect ion with the use of m obile de-

vices and teleworking. 

On a test  basis, we have inspected that  

the policy is im plem ented regarding em -

ployees using m obile devices. 

Regarding the use of teleworking at  Con-

t inia, we have checked whether appro-

priate securit y m easures have been im -

plem ented thus this area is covered in 

relat ion to the r isk assessm ent  of the 

area. 

 

No com m ents. 
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C O N T R O L  O B JEC T I V E 7 :   

Hum an Resources Security 

 

I t  m ust  be ensured that  all new em ployees are aware of their  specific responsibilit ies and roles in 

connect ion with the company's inform at ion securit y in order to m inim ise the r isk of hum an errors, 

theft , fraud and abuse of the com pany's inform at ion assets. 

 

Cont inia’s  

cont rol procedures 
Auditor ’s test  of cont rols Test  findings 

Based on the specified work 

processes and procedures, it  is 

ensured that  all new em ployees 

are inform ed of their  specific 

responsibilit ies and roles in 

connect ion with their  em ploy-

m ent  at  Cont inia. This includes 

the fram ework laid down for 

the work and the I T securit y in-

volved.  

Securit y responsibilit ies, if any, 

are determ ined and described 

in job descript ions and in the 

form  of term s and condit ions in 

the employm ent  cont ract . 

The em ployees are fam iliar 

with their  professional secrecy 

based on a signed employm ent  

cont ract  and through Cont inia’s  

HR policy. 

 

We have verified that  rout ines and pro-

cedures developed by Managem ent  in 

connect ion with start  of em ploym ent  and 

term inat ion of em ploym ent  have been 

adhered to.  

Based on random  sam ples, we have 

tested whether the above rout ines and 

procedures have been complied with in 

connect ion with start  of em ploym ent  and 

term inat ion of em ploym ent . 

Through interviews, we have checked 

that  employees of significance to Con-

t inia Online Services are fam iliar with 

their  professional secrecy. 

We have exam ined the job descript ions 

and em ploym ent  cont racts of key em -

ployees and subsequent ly tested the 

awareness of the individual em ployee of 

their  roles and related securit y responsi-

bilit y. 

We have ensured that  Cont inia’s HR pol-

icy is easily accessible and has a sect ion 

on term s for professional secrecy with 

respect  to inform at ion obtained in con-

nect ion with work conducted at  Cont inia. 

 

No com m ents. 
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C O N T R O L  O B JEC T I V E 8 :   

Asset  Managem ent  

 

Necessary protect ion of the com pany’s inform at ion assets m ust  be ensured and m aintained, all the 

com pany ’s physical and funct ional assets related to inform at ion m ust  be ident ified, and a respon-

sible owner appointed. The com pany m ust  ensure that  inform at ion assets related to Cont inia 

Online Services have an appropriate level of protect ion.  

 

There m ust  be reassuring cont rols to ensure that  data m edia are properly disposed of when no 

longer needed, in accordance with form al procedures. 

 

 

Cont inia’s  

cont rol procedures 
Auditor ’s test  of cont rols Test  findings 

All inform at ion assets have 

been ident ified and an updated 

list  of all significant  assets has 

been established.  

An “owner” of all significant  as-

sets is appointed in connect ion 

with the operat ion of Cont inia 

Online Services. 

We have exam ined and checked the 

com pany's cent ral I T register for signifi-

cant  I T ent it ies in connect ion with the 

operat ion of Cont inia Online Services. 

Through observat ions and cont rol, we 

checked relat ions to cent ral knowhow 

system s for the operat ion of Cont inia 

Online Services.  

By observat ions and enquir ies, we have 

checked that  Cont inia complies with all 

m aterial securit y m easures for the area 

in accordance with the securit y standard. 

No com m ents. 

 

I nform at ion and data in relat ion 

to Cont inia Online Services and 

the subsequent  operat ion of 

the solut ion are classified based 

on business value, sensit ivit y 

and need for confident iality.  

 

We have cont rolled that  there is an ap-

propriate division of assets and accom -

panying procedures for Cont inia Online 

Services. I n this connect ion, we have 

cont rolled, whether internal proce-

dures/ rout ines regarding ownership to 

applicat ions and data are com plied with. 

We have checked that  cont racts and SLA 

are used as cent ral tools to ensure the 

definit ion, segregat ion, and delim itat ion 

of Cont inia’s responsibilit ies and the cus-

tom er's responsibilit ies with respect  to 

access to inform at ion and data.  

Accordingly, the custom er is t ypically re-

sponsible for ensuring that  a suitable 

protect ion level exists for own infor-

m at ion and data.  

No com m ents. 

 

Procedures for dealing with de-

st ruct ion of data m edia are es-

tablished. 

We have:  

 Asked Managem ent  which proce-

dures/  cont rol act ivit ies are per-

form ed regarding dest ruct ion of data 

m edia. 

 

 On a sam ple basis gone through the 

procedures for dest ruct ion of data 

m edia.  

 

No com m ents. 
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C O N T R O L  O B JEC T I V E 9 :   

Access Control 

 

Access to the company's system s, inform at ion and network m ust  be cont rolled based on business 

and statutory requirem ents. Authorised users' access m ust  be ensured, and unauthorised access 

m ust  be prevented. 

 

Cont inia’s  

cont rol procedures 
Auditor ’s test  of cont rols Test  findings 

Documentat ion and updated di-

rect ions exist  for Cont inia ' ac-

cess cont rol. 

We have:  

 asked Managem ent , whether access 

cont rol procedures have been estab-

lished at  Cont inia. 

 

 ver ified on a test  basis that  access 

cont rol procedures exist  and have 

been im plem ented;  see Cont inia’s  

direct ions. 

 

 by interviewing key staff and by in-

spect ion on a test  basis, we have 

verified that  access cont rol for the 

operat ions environment  com ply with 

Cont inia’s direct ions, and authorisa-

t ions are granted according to agree-

m ent . 

No com m ents. 

 

A form al business procedure 

exists for grant ing and discon-

t inuing user access. 

Grant ing and applicat ion of ex-

tended access r ights are lim ited 

and m onitored. 

We have by inspect ion on a test  basis 

verified:  

 that  adequate authorisat ion system s 

are used in relat ion to access cont rol 

at  Cont inia. 
 

 that  the form alised business proce-

dures for grant ing and discont inuing 

user access have been im plem ented 

in Cont inia’s system s, and registered 

users are subject  to regular follow-

up. 

No com m ents. 

 

I nternal users’ access r ights 

are reviewed regular ly accord-

ing to a form alised business 

procedure. 

By inspect ion on test  basis, we have ver-

ified that  a form alised business proce-

dure exists for follow-up on authorisat ion 

cont rol according to the direct ions, in-

cluding:  

 that  form al m anagement  follow-

up is perform ed on registered 

users with extended r ights every 

6 m onths. 
 

 that  form al m anagement  follow-

up is perform ed on registered 

users with ordinary r ights every 

12 m onths. 

No com m ents. 
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The grant ing of access codes is 

cont rolled through a form alised 

and cont rolled process, which 

ensures, am ong other things, 

that  standard passwords are 

changed. 

We have asked Managem ent  whether 

procedures grant ing access code have 

been established at  Cont inia. 

By inspect ion on a test  basis, we have 

verified  

 

 that  an autom at ic system s cont rol 

takes place, when access codes are 

granted to check that  passwords are 

changed after first  login. 

 

 that  standard passwords are 

changed in connect ion with im ple-

m entat ion of system s software, etc. 

 

 if this is not  possible, that  proce-

dures ensure that  standard pass-

words are changed m anually. 

 

No com m ents. 

 

Access to operat ing system s 

and networks are protected by 

passwords. 

Qualit y requirem ents have 

been specified for passwords, 

which m ust  have a m inimum  

length, requirem ents as to 

com plexity, m axim um  durat ion, 

and likewise password setup 

m eans that  passwords cannot  

be reused.  

 

All em ployees are forced to use 

m ult i- factor authent icat ion. 

Furtherm ore, the user will be 

barred, in the event  of re-

peated unsuccessful at tempts 

to login. 

We have asked Managem ent  whether 

procedures ensuring quality passwords 

in Cont inia are established. 

By inspect ion on a test  basis, we have 

verified that  appropriately program m ed 

cont rols have been established to ensure 

qualit y passwords com plying with the 

policies for:  

 m inimum  length of password 

 

 com plexity of password 

 

 m axim um  life of password 

 

 m inimum  history of password 

 

 m ult i- factor authent icat ion 

 

 lockout  after unsuccessful login 

at tem pts 

 

 

No com m ents 

 

 

  

Pe
nn

eo
 d

ok
um

en
tn

øg
le

: J
L5

06
-B

G
5P

Z-
N

1B
TU

-6
D

EI
T-

YX
E4

Z-
VZ

54
E



 

 / 26 

C O N T R O L  O B JEC T I V E 1 2 :  

Operat ions Security  

 

Cont rol object ive:  Operat ions procedures and areas of responsibilit y. 

 

A correct  and adequate running of the com pany’s operat ing system s m ust  be ensured. The r isk of 

technology related crashes m ust  be m inim ised. A certain degree of long- term  planning is impera-

t ive in order to ensure sufficient  capacity. A cont inuous capacity project ion m ust  be perform ed 

based on business expectat ions for growth and new act ivit ies and the capacity dem ands derived 

hereof. 

 

Cont inia’s  

cont rol procedures 
Auditor ’s test  of cont rols Test  findings 

The operat ions procedures for 

business-cr it ical system s are 

documented, and they are 

available to staff with work- re-

lated needs. 

 

Managem ent  has implemented 

policies and procedures to en-

sure sat isfactory segregat ion of 

dut ies. 

 

We have:  

 Asked Managem ent  whether all rele-

vant  operat ion procedures are docu-

m ented. 

 

 I n connect ion with our audit  of the 

individual areas of operat ion verified 

on a test  basis that  documented pro-

cedures exist  and that  there is con-

cordance between the docum enta-

t ion and the procedures actually per-

form ed. 

 

 I nspected users with administ rat ive 

r ights in order to verify that  access is 

just ified by work- related needs and 

does not  com prom ise the segrega-

t ion of dut ies. 

 

No com m ents. 

 

Managem ent  of operat ional en-

vironm ent  is established in or-

der to m inim ise the r isk of 

technology related crashes. 

Cont inuous capacity project ion 

is perform ed based on business 

expectat ions for growth and 

new act ivit ies and the capacity 

dem ands derived hereof. 

 

We have:  

Asked Managem ent  about  the proce-

dures and cont rol act ivit ies perform ed. 

On a test  basis exam ined that  the opera-

t ion environment ’s consumpt ion of re-

sources is m onitored and adapted to the 

expected and necessary capacity re-

quirem ents. 

No com m ents. 
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Cont rol object ive:  Protect ion from  m alware 

 

To protect  from  m alicious software, such as virus, worm s, Trojan horses, and logic bom bs. 

Precaut ions m ust  be taken to prevent  and detect  at tacks from  m alicious software.  

 

Cont inia’s  

cont rol procedures 
Auditor ’s test  of cont rol procedures Test  findings 

Prevent ive, detect ing and re-

m edial securit y and cont rol 

m easures have been estab-

lished, including the required 

t raining and provision of infor-

m at ion for the com pany's users 

of inform at ion system s against  

m alicious software. 

We have:  

 enquired about  and inspected the 

procedures/  cont rol act ivit ies per-

form ed in the event  of virus at tacks 

or outbreaks. 

 

 enquired about  and inspected the 

act ivit ies m eant  to increase the em -

ployees’ awareness of precaut ions 

against  virus at tacks or outbreaks. 

 

 ver ified that  ant i-virus software has 

been installed on servers and in-

spected signature files docum ent ing 

that  they have been updated. 

 

No com m ents. 

 

 

Cont rol object ive:  Backup 

 

To ensure the required accessibilit y to the com pany's inform at ion assets. Set  procedures m ust  be 

established for backup and for regular test ing of the applicabilit y of the copies. 

 

Cont inia’s  

cont rol procedures 
Auditor ’s test  of cont rols Test  findings 

Backup is m ade of all of the 

com pany's significant  infor-

m at ion assets, including e.g., 

param eter setup and other op-

erat ions-cr it ical documentat ion, 

according to the specified di-

rect ions. 

 

 

We have:  

 asked Managem ent  about  the proce-

dures/  cont rol act ivit ies perform ed. 

 

 exam ined backup procedures on a 

test  basis to confirm  that  these are 

form ally documented. 

 

 exam ined backup log on a test  basis 

to confirm  that  backup has been 

com pleted successfully and that  

failed backup at tem pts are handled 

on a t im ely basis. 

 

 exam ined physical securit y (e.g., ac-

cess lim itat ions)  for internal storage 

locat ions to confirm  that  backup is 

safely stored. 

 

No com m ents. 
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Cont rol object ive:  Logging and m onitor ing 

 

To reveal unauthorised act ions. Business-cr it ical I T system s m ust  be m onitored, and securit y 

events m ust  be registered. Logging m ust  ensure that  unwanted incidences are detected.  

 

Cont inia’s  

cont rol procedures 
Auditor ’s test  of cont rols Test  findings 

Operat ing system s and network 

t ransact ions or act ivit ies involv-

ing special r isks are m onitored. 

Abnorm al condit ions are exam -

ined and resolved on a t imely 

basis. 

 

Cont inia logs when internal us-

ers log off and on the system s. 

 

Only in the event  of suspected 

or ident ified abuse of the sys-

tem s, users are act ively moni-

tored. 

 

We have:   

 asked Managem ent  about  the proce-

dures/  cont rol act ivit ies perform ed 

and have exam ined the system  

setup on servers and important  net -

work units as well as verified that  

param eters for logging have been 

set  up, thus t ransact ions m ade by 

users with extended r ights are being 

logged. 

 

 checked on a test  basis that  logs 

from  crit ical system s are subject  to 

sufficient  follow-up. 

No com m ents. 

 

A cent ral m onitor ing tool is 

used which sends alerts, if 

known errors occur. I f possible, 

it  is m onitored whether an er-

ror is about  to occur in order to 

react  proact ively.  

Alerts are shown on the moni-

tor ing screen m ounted in the 

project  and operat ions depart -

m ent . Crit ical alerts are also 

sent  by em ail and SMS. 

 

Status reports are sent  by 

em ail from  different  system s. 

Som e daily – others when inci-

dents occur in the system . The 

operator on duty is responsible 

for checking these em ails daily. 

 

We have:  

 asked Managem ent  about  the proce-

dures/  cont rol act ivit ies perform ed. 

 

 ensured that  a m onitor ing tool is 

used and that  this is available to all 

em ployees.  

 

 ensured that  alerts are sent  by em ail 

and SMS, if errors occur. 

 

 exam ined status reports. 

 

 ensured that  an operator on duty is 

established and that  this operator on 

duty checks reports on a daily basis. 

No com m ents. 
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Cont rol object ive:  Managing operat ions software 
 

Ensuring establishm ent  of appropriate procedures and cont rols for im plem entat ion and m ainte-

nance of operat ing systems. 

 

Cont inia’s  

cont rol procedures 
Auditor ’s test  of cont rols Test  findings 

Changes in the operat ion envi-

ronm ent  comply with estab-

lished procedures. 

 

We have asked Managem ent , whether 

procedures for patch m anagem ent  are 

established in Cont inia. 

By inspect ion on test  basis, we have ver-

ified that  

 adequate procedures are applied, 

when cont rolled im plem entat ion of 

changes to the product ion environ-

m ent  of Cont inia is perform ed. 
 

 changes to Cont inia’s operat ion envi-

ronm ent  comply with direct ions in 

force, including correct  regist rat ion 

and docum entat ion of applicat ions 

about  changes. 

On a test  basis, we have inspected that  

the operat ing system s are updated in 

com pliance with procedures in force and 

that  current  status is registered. 

 

No com m ents. 

 

Changes in exist ing user sys-

tem s and operat ion environ-

m ents comply with form alised 

procedures and processes. 

We have asked Managem ent , whether 

procedures for patch m anagem ent  are 

established in Cont inia. 

By inspect ion on test  basis, we have ver-

ified that  adequate procedures are ap-

plied for cont rolled implementat ion of 

changes in the product ion environm ents, 

including that  dem ands to the patch 

m anagem ent  cont rols ensure that  
 

 applicat ions for change are regis-

tered and described. 

 all changes are subject  to form al im -

pact  assessm ents before im plem en-

tat ion. 

 All changes are subject  to form al im -

pact  assessm ents. 

 fall-back plans are described. 

 system s affected by changes are 

ident ified. 

 Documented test  of changes is per-

form ed before put t ing into operat ion 

 documentat ion is updated reflect ing 

the implemented changes in all m a-

ter ial respects. 

 procedures are subject  to m anaging 

& coordinat ion by a “Change Board” 

No com m ents. 
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C O N T R O L  O B JEC T I V E 1 3 :   

Com m unicat ions Security  

 

To ensure protect ion of inform at ion in networks and support  of inform at ion processing facilit ies. 

 

Cont inia’s  

cont rol procedures 
Auditor ’s test  of cont rols Test  findings 

Networks m ust  be protected 

against  threats in order to se-

cure network-based system s 

and the t ransmit ted data. 

 

Product ion environment  m ust  

be secured against  failing sup-

ply in relat ion to redundancy to 

network connect ion to the in-

ternet . 

 

Network t raffic/ access from  

product ion environm ent  to the 

outside world is available by 

m eans of m ult iple supply en-

t r ies or access from  m ore than 

one supplier. 

 

I t  has been checked that  necessary pro-

tect ion against  unauthorised access is 

im plem ented, including:  

 Appropriate procedures for m anaging 

network equipment  are established. 
 

 Segregat ion of user funct ions is es-

tablished. 
 

 Appropriate logging and m onitoring 

procedures are established. 
 

 Managing the com pany ’s network is 

coordinated in order to ensure opt i-

m al ut ilisat ion and a coherent  secu-

r it y level. 
 

 Ensured that  connect ions for data 

com m unicat ion with the internet  are 

established via m ore than one I SP 

supplier. 
 

 On a sam ple basis gone through 

documentat ion from  the suppliers 

about  writ ten basis for cont ract , as 

well as regular set t lem ent  of ac-

counts for services rendered by the 

I SP suppliers. 

 

No com m ents. 

Adequate procedures for m an-

aging threats in the form  of at -

tacks from  the internet  (cyber-

at tacks)  m ust  be im plem ented. 

I n this connect ion, tools for 

m anaging the cont ingency ap-

proach in the event  of a cyber-

at tack m ust  be devised. 

 

 

 We have cont rolled that  an adequate 

num ber of procedures with accom pa-

nying cont ingency plans regarding 

m anaging threats in relat ion to 

cyber-at tacks are im plemented. 

 

By inspect ion on a test  basis, we have 

ensured:  

 that  appropriate fram ework for m an-

aging cyber-at tacks is devised. 
 

 that  plans for m anaging the threat  

are devised and implem ented. 
 

 that  the plans include cross-organi-

zat ional collaborat ion between inter-

nal groups. 

 

No com m ents. 
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K O N T R O L MÅ L  1 4 :   

( System  acquisit ion) , developm ent  and m aintenance  

 

Ensure that  Cont inia Online Services are m anaged using suitable I T securit y m easures, including ap-

propriate segregat ion of product ion and developm ent  environm ent .  

 

Cont inia’s  

cont rol procedures 
Auditor ’s test  of cont rols Test  findings 

Cont inia has planned system  de-

velopm ent  and m aintenance ac-

t ivit ies based on the proprietary 

m odel for project  m anagem ent . 

 

The st ructure of the develop-

m ent  organizat ion includes a 

cent ral steering com m it tee re-

sponsible for providing suitable 

work rout ines and accompanying 

cont rol m easures for the m an-

agem ent . 

 

All changes m eant  to be put  into 

operat ion in the product ion envi-

ronm ent , m ust  be approved by 

the developm ent  group for each 

of the Cont inia Online Services. 

 

Software developm ent  m ust  be 

placed in independent  test  envi-

ronm ents. 

 

 

We have:   

 asked Managem ent , whether a general 

qualit y m anagement  m odel for m anag-

ing software developm ent  is devised or 

does exist . 

 

 in connect ion with the audit  checked 

the existence of procedures and rou-

t ines for rolling out  software changes.  

 

I n connect ion with our audit , we have 

checked that  internal educat ion is conducted 

for staff working with development  of Con-

t inia Online Services and the accom panying 

developm ent  environm ent . During the pro-

cess we tested whether staff was t rained in 

using qualit y m odel for developm ent  

The cont rol environm ent  for the develop-

m ent  plat form  is based on the sam e I T secu-

r it y st ructure as stated for the product ion 

environm ent . 

User m anagem ent  ensures suitable cont rol 

m easures in connect ion with m anaging the 

logical access cont rol. We have checked that  

the different  user groups are cont rolled at  

set  intervals. 

The st ructure of the developm ent  organiza-

t ion includes a cent ral steering com mit tee 

responsible for providing suitable work rou-

t ines and accom panying cont rol m easures 

for the m anagem ent . 

We have on a sam ple basis checked that  all 

user act ivit ies are recorded and logged in 

the cent ral database. The person responsible 

for I T securit y reviews the log database on a 

regular basis. 

We have checked the existence of proce-

dures for segregat ion of the product ion envi-

ronm ent  and the environment  for develop-

m ent  and m aintenance. 

We have on a sam ple basis tested that  the 

product ion environm ent  for software devel-

opm ent  is conducted from  an independent  I P 

segm ent . 

 

No com m ents. 
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C O N T R O L  O B JEC T I V E 1 5 :   

Supplier Relat ionships 

 

External business partners are obliged to com ply with the com pany’s established fram ework for I T 

securit y level.  

 

Cont inia’s  

cont rol procedures 
Auditor ’s test  of cont rols Test  findings 

Risks related to external busi-

ness partners are ident ified, 

and securit y in relat ion to 

agreem ents with third part ies 

are m anaged.  

 

We have verified that  in connect ion with 

the use of external business partners 

there are form al cooperat ion agree-

m ents. 

 

On a test  basis, we have inspected that  

the cooperat ion agreem ents with exter-

nal suppliers com ply with the require-

m ents about  covering relevant  securit y 

condit ions in relat ion to the individual 

agreem ent . 

 

No com m ents. 

I n case of changes with impact  

on the product ion environm ent , 

and where services from  exter-

nal suppliers are used, suppli-

ers are selected through collab-

orat ion between the Operat ions 

Manager and the I T Securit y 

Manager. Solely approved sup-

pliers are used.  

We have asked Managem ent  about  rele-

vant  procedures applied in connect ion 

with select ing external partners. 

We have ensured that  appropriate proce-

dures for m anaging cooperat ion with ex-

ternal partners are established. 

We have tested that  key suppliers have 

updated and approved cont racts. 

 

No com m ents. 

Monitoring must  be conducted 

on a regular basis, including 

supervision of external busi-

ness partners. 

We have ensured that  there are appro-

priate processes and procedures for on-

going m onitor ing of external suppliers. 

We have checked that  ongoing supervi-

sion is conducted by m eans of independ-

ent  auditor ’s reports. 

 

No com m ents. 

  

Pe
nn

eo
 d

ok
um

en
tn

øg
le

: J
L5

06
-B

G
5P

Z-
N

1B
TU

-6
D

EI
T-

YX
E4

Z-
VZ

54
E



 

 / 33 

C O N T R O L  O B JEC T I V E 1 6 :   

I nform at ion Security I ncident  Managem ent  

 

To achieve report ing of securit y incidents and weaknesses in the com pany's inform at ion pro-

cessing system s in a way t hat  allows for t im ely correct ions. 

 

Cont inia’s  

cont rol procedures 
Auditor ’s test  of cont rols Test  findings 

Securit y incidents are reported 

to Management  as soon as pos-

sible, and the handling is per-

form ed in a consistent  and effi-

cient  way. 

 

We have asked Managem ent  whether 

procedures are established for report ing 

securit y incidents. 

We have verified that  procedures and 

rout ines are devised for report ing and 

handling of securit y incidents, and that  

the report ing is subm it ted to the r ight  

places in the organizat ion;  see Direc-

t ions.  

We have verified that  the responsibilit y 

for the handling of cr it ical incidents is 

clearly delegated, and that  the related 

rout ines ensure that  securit y breaches 

are handled expedient ly, efficient ly, and 

m ethodically.  

 

No com m ents. 
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C O N T R O L  O B JEC T I V E 1 7 :   

I nform at ion Security Aspects of Business Cont i-

nuity Managem ent  

 

Business cont inuity m anagem ent  is to counteract  interrupt ion in the company’s business act ivit ies, 

protect  cr it ical inform at ion assets against  the impact  of a m ajor crash or disaster, as well as en-

sure fast  recovery. 

 

Cont inia’s  

cont rol procedures 
Auditor ’s test  of cont rols Test  findings 

A consistent  fram ework has 

been established for the com -

pany's cont ingency plans to en-

sure that  all the plans are co-

herent  and m eet  all security re-

quirem ents and to determ ine 

the prior it isat ion of tests and 

m aintenance. 

 

We have asked Managem ent  whether 

business cont inuity m anagem ent  has 

been devised for online services at  Con-

t inia. 

By inspect ion on a test  basis, we have 

verified:  

 

 that  appropriate fram ework for prep-

arat ion of business cont inuity m an-

agem ent  has been established 

 

 that  cont ingency plans are prepared 

and im plem ented 

 

 that  the plans include business cont i-

nuity m anagement  across the organ-

izat ion 

 

 that  the plans include appropriate 

st rategy and procedures for com m u-

nicat ion with the stakeholders of 

Cont inia  

 

 that  cont ingency plans are tested on 

a regular basis 

 

 that  m aintenance and reassessm ent  

of the total basis for business cont i-

nuity m anagement  is undertaken on 

a regular basis. 

 

 

No com m ents. 
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C O N T R O L  O B JEC T I V E 1 8 :   

Com pliance w ith the Role as Data Processor  

 

Principles for processing personal data: 

There is com pliance with procedures and cont rols ensuring that  collect ing, processing and stor ing 

of personal data are perform ed in accordance with the agreem ent  about  processing personal data. 

 

Cont inia’s  

cont rol procedures 
Auditor ’s test  of cont rols Test  findings 

A uniform  fram ework is estab-

lished in the form  of standard 

cont racts, Service Level Agree-

m ents, as well as Data Proces-

sor Agreem ents or the like, 

containing an out line of the ba-

sis for processing personal 

data. 

 

We have cont rolled the existence of up-

dated procedures in writ ing for pro-

cessing personal data, and that  the pro-

cedures include requirem ents to legal 

processing of personal data. 

 

No com m ents. 

 

Only the kind of processing of 

personal data included in direc-

t ions from  Data Cont roller is 

perform ed. 

 

We have cont rolled that  Managem ent  

ensures that  processing of personal data 

is solely perform ed in accordance with 

Direct ions.  

We have checked, using a sam ple con-

sist ing of a suitable num ber of pro-

cessing cases that  processing is per-

form ed according to direct ions. 

 

No com m ents. 

 

Managem ent  im mediately in-

form s the Data Cont roller, if Di-

rect ions in the Data Processor ’s 

view is cont rary to the General 

Data Protect ion Regulat ion or 

data protect ion provisions ac-

cording to other EU legislat ion 

or the nat ional legislat ion of the 

m em ber states. 

 

We have cont rolled that  Managem ent  

ensures that  processing is reviewed and 

the existence of form alised procedures 

securing that  processing of personal data 

is not  perform ed against  the EU General 

Data Protect ion Regulat ion or other leg-

islat ion. 

We have cont rolled the existence of pro-

cedures for inform ing the Data Cont roller 

in cases when processing of personal 

data is deem ed to be against  legislat ion. 

We have cont rolled that  the Data Con-

t roller was inform ed in cases when pro-

cessing of personal data was deem ed to 

be against  legislat ion. 

 

No com m ents. 
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Data Processing: 

There is com pliance with procedures and cont rols ensuring that  personal data can be erased or 

returned, if an agreement  is entered with the Data Cont roller. 

 

Cont inia’s  

cont rol procedures 
Auditor ’s test  of cont rols Test  findings 

There are procedures in writ ing 

with requirem ents about  stor-

ing and erasing of personal 

data in accordance with the 

agreem ent  with the Data Con-

t roller. 

On an ongoing basis, and at  

least  once a year, assessm ent  

is m ade whether the proce-

dures need updat ing. 

 

We have cont rolled that  there are for-

m alised procedures for stor ing and eras-

ing of personal data in accordance with 

the agreem ent  with the Data Cont roller. 

 

 

We have checked that  the procedures 

are updated. 

 

No com m ents. 

 

According to the agreem ent  

with the Data Cont roller, when 

processing of personal data is 

finished, data are 

 Returned to the Data Con-

t roller, and/ or 

 Erased, when erasing is not  

against  other legislat ion. 

 

We have cont rolled that  there are for-

m alised procedures for handling the 

Data Cont rollers’ data, when processing 

of personal data is finished. 

We have cont rolled by random  check us-

ing a suitable populat ion of finished data 

processing cases that  conduct ing the 

agreed erasing or returning of data is 

documented. 

No com m ents. 

 

There are procedures in writ ing 

including dem ands that  per-

sonal data is only stored in ac-

cordance with the agreement  

with the Data Cont roller. 

On an ongoing basis, and at  

least  once a year, assessm ent  

is m ade whether the proce-

dures need updat ing. 

 

We have cont rolled that  there are for-

m alised procedures ensuring that  storing 

and processing of personal data are 

solely undertaken according to the Data 

Processor Agreem ents. 

We have checked that  the procedures 

are updated. 

We have cont rolled on sam ple basis, 

whether docum entat ion exists that  data 

processing is conducted in accordance 

with the Data Processor Agreem ent . 

 

No com m ents. 
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The Data Processor’s responsibility: 

There is com pliance with procedures and cont rols ensuring that  solely approved sub-processors 

are used, and that  the data processor ensures an adequate processing by follow-up on the sub-

processors’ technical and organizat ional securit y m easures for protect ion of the Data Subjects’ 
r ights as well as follow-up on the processing of personal data. 

 

Cont inia’s  

cont rol procedures 
Auditor ’s test  of cont rols Test  findings 

There are procedures in writ ing 

including dem ands to the Data 

Processor in relat ion to use of 

sub-processors, including de-

m ands about  Sub-processor 

Agreem ents and Direct ions. 

On an ongoing basis, and at  

least  once a year, assessm ent  

is m ade whether the proce-

dures need updat ing. 

 

We have cont rolled that  there are for-

m alised procedures regarding the use of 

sub-processors, including dem ands 

about  Sub-processors Agreem ents and 

Direct ions. 

 

I nspected that  procedures are updated. 

 

 

No com m ents. 

The Data Processor has a list  of 

approved Sub-processors in-

cluding the following infor-

m at ion:  

 Nam e 

 CVR.no. 

 Address 

 Out line of the processing 

For processing personal data, 

the Data Processor solely uses 

Sub-processors, who are spe-

cifically or generally approved 

by the Data Cont roller. 

 

We have cont rolled that  the Data Proces-

sor has a total and updated list  of ap-

proved Sub-processors used. 

I nspected that  the list  as a m inimum  in-

cludes the required informat ion about  

each Sub-processor. 

I nspected using a sam ple of 3 Sub-pro-

cessors from  the Data Processor ’s list , it  

is documented that  the Sub-processors’ 
data processing is included in the Data 

Processor Agreem ents – or in other ways 

approved by the Data Collector. 

 

No com m ents. 

The Data Processor has placed 

the sam e data protect ion obli-

gat ions on the Sub-processors 

as the obligat ions included in 

the Data Processor Agreem ent  

or sim ilar docum ent  with the 

Data Cont roller. 

 

We have cont rolled the existence of 

signed Sub-processor Agreem ents with 

all Sub-processors used and included in 

the Data Processor ’s list . 

I nspected using a sam ple of 3 Sub-pro-

cessor Agreem ents that  the agreem ents 

include the sam e dem ands and obliga-

t ions as stated in the Data Processor 

Agreem ents between the Data Cont rol-

lers and the Data Processor. 

 

No com m ents. 
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Assist ing the Data Controller: 

Procedures and cont rols are com plied with to ensure that  the Data Processor can assist  the Data 

Cont roller in handing out , correct ing, delet ing, or rest r ict ing processing of personal data as well as 

providing inform at ion about  the processing of personal data to the Data Subjects. 

Cont inia’s  

Cont rol procedures 
Auditor ’s test  of cont rols Test  findings 

Writ ten procedures exist  which 

include a requirem ent  that  the 

Data Processor m ust  assist  the 

Data Cont roller in relat ion to 

the r ights of Data Subjects. 

Assessm ents are m ade on a 

regular basis – and at  least  

once a year – as to whether the 

procedures should be updated. 

We have cont rolled that  form alised pro-

cedures are in place for the Data Proces-

sor ’s assistance to the Data Cont roller in 

relat ion to the r ights of Data Subjects. 

 

I nspected that  procedures are up to 

date. 

 

 

No com m ents. 

The Data Processor has estab-

lished procedures in so far as 

this was agreed that  enable 

t im ely assistance to the Data 

Cont roller in handing out , cor-

rect ing, delet ing, or rest rict ing 

processing as well as providing 

inform at ion about  the pro-

cessing of personal data to 

Data Subjects. 

 

We have cont rolled that  the procedures 

in place for assist ing the Data Cont roller 

include detailed procedures for:  

 Handing out  data;  

 Correct ing data;  

 Delet ing data;  

 Rest r ict ing the processing of per-

sonal data;  

 Providing inform at ion about  the pro-

cessing of personal data to Data 

Subjects. 

I nspected documentat ion that  the sys-

tem s and databases used support  the 

perform ance of the said relevant  detailed 

procedures. 

 

No com m ents. 

 

Records of processing act ivit ies: 

There is com pliance with procedures and cont rols ensuring that  the Data Processor keeps records of 

processing personal data for which the Data Processor is responsible. 

Cont inia’s  

Cont rol procedures 
Auditor ’s test  of cont rols Test  findings 

There are records of the pro-

cessing act ivit ies for each 

online service act ivit y in com bi-

nat ion with the relevant  Data 

Cont roller. 

We have cont rolled documentat ion dis-

closing the existence of records of pro-

cessing act ivit ies for each online service 

act ivit y com bined with the relevant  Data 

Cont roller. 

No com m ents. 

Assessm ent  is m ade on an on-

going basis – and at  least  once 

a year – that  the records are 

updated and correct . 

We have cont rolled the docum entat ion 

disclosing that  the records of the pro-

cessing act ivit ies for each Data Cont rol-

ler are updated and correct . 

No com m ents. 
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Report ing breaches of personal data security to the Supervisory Authority ( the Danish 

Data Protect ion Agency) : 

There is com pliance with procedures and cont rols ensuring that  any securit y breaches are m an-

aged in accordance with the entered Data Processor Agreem ent . 

 

Cont inia’s  

Cont rol procedures 
Auditor ’s test  of cont rols Test  findings 

There are procedures in writ ing 

-  updated at  least  once a year 

– describing how to m anage 

personal data securit y 

breaches, including t imely com -

m unicat ion to the Data Cont rol-

ler. 

We have cont rolled the existence of up-

dated procedures in writ ing regarding 

m anaging personal data securit y 

breaches, including descript ion of t imely 

com m unicat ion to the Data Cont roller. 

 

No com m ents. 

The Data Processor ensures re-

cording of all personal data se-

curit y breaches. 

 

We have cont rolled documentat ion dis-

closing that  all personal data securit y 

breaches are recorded at  the Data Pro-

cessor. 

 

No com m ents. 

 

Managem ent  has ensured that  

all personal data securit y 

breaches are t im ely and suffi-

cient ly com m unicated to the 

Data Cont roller, including per-

sonal data securit y breaches 

happened at  Data Processors 

used as subcont ractors. 

 

We have cont rolled documentat ion dis-

playing that  Managem ent  has ensured 

that  all personal data securit y breaches 

are t im ely and sufficient ly com m unicated 

to the Data Cont roller, including personal 

data securit y breaches happened at  Data 

Processors used as subcont ractors. 

 

No com m ents. 
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                        Med min underskrift bekræfter jeg indholdet og alle datoer i de følgende dokumenter, identificeret ved deres dokumentnøgle og kryptografiske hash-værdi.
                    

                    
                        Jeg accepterer, at mit fulde navn, min aktuelle IP-adresse samt mit offentlige certifikat gemmes og opbevares digitalt, med det formål at kunne påvise underskriftens gyldighed.                    

                    
                        Oplysningerne indlejres i underskriften, og er derved tilgængeligt for alle, med adgang til det underskrevne materiale.
                    

                    
                        Endvidere, med min signatur accepterer jeg den til enhver tid gældende slutbruger licensaftale (EULA) for brugen af Penneo Digital Signatur Platform: https://penneo.com/eula                      
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                        Jeg accepterer, at mit fulde navn, min aktuelle IP-adresse samt mit offentlige certifikat gemmes og opbevares digitalt, med det formål at kunne påvise underskriftens gyldighed.                    

                    
                        Oplysningerne indlejres i underskriften, og er derved tilgængeligt for alle, med adgang til det underskrevne materiale.
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                        Med min underskrift bekræfter jeg indholdet og alle datoer i de følgende dokumenter, identificeret ved deres dokumentnøgle og kryptografiske hash-værdi.
                    

                    
                        Jeg accepterer, at mit fulde navn, min aktuelle IP-adresse samt mit offentlige certifikat gemmes og opbevares digitalt, med det formål at kunne påvise underskriftens gyldighed.                    
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